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l David Chaum. 'Blind signatures for untraceable payments." Advances in cryptology, 
Springer, 1983, pp. 199-203. 

2 Arvind Narayanan. “What Happened to the Crypto Dream?, Part 1,” IEEE Security & Privacy, 
Vol. 11.2, March-April 2013, pp. 75-76. 

3 Waleed Abrar. "Untraceable electronic cash with Digicash,” University of Konstanz, Jul. 
2014, p. 1, Researchgate.net, Accessed 3 Jan. 2020. 

# https://cs.stanford.edu/people/eroberts/cs201 /projects/2010-11/Bitcoins/e-gold.html, 
Accessed 10 Jan. 2020. 
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juan Cle 3h (à laps JS Su Ÿ af VI lits et (I Lu ils QG) lligui 
A piill Lueé ll clezll 

dû juil QI Cséuf Ga Lolsisyl, Ailall Lei iléoi (à 2008 alall à Cul "As 
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6 Wei Dai, "b-money;' http://www.weidai.com/bmoney.txt, 1998. 

7 United States v. Liberty Reserve, 13 Crim. 368 (S-D.N.Y. May 20, 2013), www.archive.org, 

Accessed 6 Dec. 2019. 

8 Lawrence J. Trautman. ‘Virtual currencies; Bitcoin & what now after Liberty Reserve, Silk 

Road, and Mt. Gox?' Richmond Journal of Law and Technology, Vol. 20.4, 2014, pp. 1-108, 

p. 2. 

Michael KF Chui et al. "The collapse of international bank finance during the crisis: evidence 


from syndicated loan markets." BIS Quarterly Review, Sept. 2010, pp. 39-49, p. 39. 
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CS 31 été «ail, Lili LH hall 33e OS Au 8j ès Alajall oïa (à 
«Satoshi Nakamoto 55,416 sil ef Alsgne les 3 as pii 2008 slall Ce JsYl 
Bitcoin: À Peer-to—"" il Lil le A6 3,5) dû Us Cu Clsies lan 48,5 
Dati Carl, CuSiull (opiill agalall je (Allo l0Peer Electronic Cash System 
.Altcoins iluil laxlls 48 9 ymall AU 

piladl QUO Lorie Sal caadll (je "épi ciel 3 "salé" 
DSi ie (5e dal, QE (le SV) Css Ailall Cell SE Abus dllgiuall, ils ill, 
el) Gb Ge fpitlae (ia SVT qâall ae Sail praus alill ai le (he (is QI sû ail 
ile 06 la SOU AU Gb Slét" causs d'Aille Auuge je spdl sd a 
Double- <&tadl Gyl ME Ja sa Al pie je Lage (is il asills atill 
Ale Lib Gaia ces OC dia 17 is EI ll aâall Jilus less ile ill Spending 
JRË «gjSpe cüpmn 3] Ugo col lee jui Y, jai Y Cryptocurrency iii Lu, 
le Cusaill pue lac 45 (ca pnallS) Luus Cs3 ce épêlae DAT QU y je D sal 
Jul le clan AS Jan duss itill bi, £sale Gui ne, Nodes xl je Lit 
Gpb ve 5 Qéi ins Guy Île Jia) LES Ge Le .culié LIL cès jaall Sal (cilell stel 
8 Mining Gnxills (eu Ailae 

dla ail on) ls cles dalaïll 3 Lil Cuxll; CnsSiull lac cpl Le Cle pas 
de (all loé Bési (al) Ass Yi eisdl me cul, Aa Ale 2417 (Giles 


elell Ge A a 3 ce 10 LE ui Gus (3 2019 él Ales Goonle 44 HN CUS SLI 


10 Satoshi Nakamoto. “Bitcoin: A Peer-to-Peer Electronic Cash System”, 2008, 
www.bitcoin.org. 
(es 3) jai Qi cast ce ei Peer to Peer ji js 11 
12 Brian Patrick Eha. How Money Got Free: Bitcoin and the Fight for the Future of 
Finance, Oneworld Publications, 2017, p. 12. 
JS pull ç ga sdl dalles ann 13 
Fe https://coinmarketcap.com/all/views/all/, Accessed 29 Feb. 2020. 
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15 https://www.statista.com/statistics/647374 /worldwide-blockchain-wallet-users/, Accessed 

29 Feb. 2020. 

16 Grégory Claeys, et al. Study requested by the European Parliaments Economic and 

Monetary Affairs Committee (ECON), on "Cryptocurrencies and Monetary Policy,” No. PE 

619.018, Jun. 2018, p. 6. 
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18 Steven David Brown. “Cryptocurrency and Criminality: The Bitcoin Opportunity.” The Police 
Journal, Vol. 89.4, Dec. 2016, pp. 327-339, p. 327. 
19 Chainalysis. Report on The 2020 State of Crypto Crime, January 2020, p. 5, 
www.chainalysis.com, Accessed 2 Feb. 2020. 
DAV Gg jhs 9 UNI dj jf Auoill Jill je elou (5 SV UliaYl, angill Gillee Cf (jf des 20 
Casa Ale (je me Les Ju) GI cible as Gall Cillaall on (je GeléiaYl Jelsil gâlge je (slal 
- Cire all 4] 
.2020 all Ga Ou 18 Alu op à5 (dll, jShall phaill 4e gun ge 63 28, Galdll sl — 
21 Timour Azhari. “Distrust in Lebanese banks spurs bitcoin boom.” AI Jazeera, 25 Feb. 
2020, www.aljazeera.com, Accessed 27 Feb. 2020. 
Lai 
—Maher Nadeem. “Some see Bitcoin as haven in crisis-hit Lebanon.” The Daily Star, 31 


Jan. 2020, www.dailystar.com.lb, Accessed 2 Feb. 2020. 
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22 Financial Action Task Force 
28 Fifth Anti-Money Laundering Directive 
F3 bplie Aude Lulys AI ALLYL 24 
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https://www.lebarmy.gov.lb/ar/content/108-d :105-73 «sal «2019 
claadl 2018 Ji oui 18 ut 45 ne éau ll sell «2018 JsV1 oui 10 ut 81 à os 7 
(es AU ii bibl, is VI cleledll 36) 4568-4546 
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27 Satoshi Nakamoto. “Bitcoin: À Peer-to-Peer Electronic Cash System”, 2008, p. 1, 
www.bitcoin.org. 
28 https://satoshi.nakamotoinstitute.org/emails/cryptography/1/ 


2 Nakamoto. “Bitcoin: À Peer-to-Peer Electronic Cash System,” p. 2. 
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cssill lei Galet SUE Sa Ji Ljètill Caall jilu À Cuiull Ale eue 1 Lai 
lin aa gai Anal Cexll (SV 85Dal Ga OAI Cégll (à dinill cipgiuy gong dllié 
Es Les Gfise Âlhus pus (6h cell le 5936 Jisdls auls Gi le lié du OÙ 58 coasill 
0 s5Yl dati 
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Si . llall (65 all EI ses je prepll (A) lesios À salls Ailell Auugall Ce A paie 
All Lai JLll Gaule li (ol AN AUSIL dos Ce apélls énall sil la GG Ÿ 
giaill, 
OUI A jbEll Can) lede CS) 8)ise Au 3 AD das jiee QUi (Ja clià Âlees Cul (y iull 
CDlazll Aale dis Li Gt Aipne (Jiluos coli le Aire Bae (pailins g clan Leli «31e 
A Jia gli cul des draall Qi Jhaill à él UN haill (à A nèill 


30 Paul Vigna, and Michael J. Casey. The Age of Cryptocurrency: How Bitcoin and The 
Blockchain are Challenging The Global Economic Order, Picador, 2016, p. 39. 


slt Alle (3 Les das LE sas Aus Ch 6635 JS) gén aUsis À jai Audi) Ales Jaié Cuuyl Cusiull 51 
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À nûdit claetf dune :J 581 uaûtl 

Clathioall JS Cotill 05e cn ill Case ccliauill, Clatlisall, JAÿI C5b Lane 
oil, 5 gf Gssilé mass Ÿ Us A atill, Ai ll CDlaall (je 48 JS QI MYall Larsiuall 
Sais Clans GI dfss 45, dj osé Jia) OUI Si des 

pales, Dé ei Ji canill, ji Ÿ oil élllia ecilallisall cifiiis ai Gus (à 
go grall cuis (ills Le si a sa ill aloall oùx péiill cell as lue Al JE YI 
Alle, Lois El] ss Àié Ce 

ge Lil Call Qi Linie ca jlaïll, cilatlrnall JV dissall (à pla «ils 
uailes Qi Qitll dsudll 3 Jet cl SSNl, sl saill, aall lu Gus leis (ans 


Agde Lailil dnall SUaill, pti cal 


igñätlo Au oilal) Lgmoll (pa clés pailo cilathnmat) : 4j 9Ù1 d'imsall 
Jaall ogags cie cuil AG (le Loriudll JudVls JlsdNl Ga Auëll CDlazll 
Anal jiél Alaal ai, Ji «Of Là lei Lie Digital Currencies 4û ji Hull ŸFATF (ill 
lo gage Ciles euJloiell là le (audi all) E-money 45, j<yl s3äill, (lus, né) 
Lau) Audi) sgiill Vif aie Céjil à Jai Le late Au il cDlaxll 8e ce (ilall Jaxll 


Le (Ilall Jaxll Leçape LIN (Gi, Ciel oùn juud ati ALL HYl Lu je dit Luis 


3 Financial Action Task Force 
3 FATF. Report on Virtual Currencies Key Definitions and Potential AML/CFT Risks, 
France, June 2014, p. 4, http://www.fatf-gafi.org/publications 
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Ji BY Gui $ ECB (51 çeÿSpall cpl aunlée Dans Cabine HS iSŸ] 
Lys) Giles les cles late 
-E-money is jiyl asäill Vol 

SE ail Jhaill La (E-money ,3.) Electronic Money (ii 45, :SIY| sil 
Clill je anall dilis is GI) Lion sl Ca Lime La asnis JE paid Ajout 3,41 
ph) AN sl Go ami lei dis OV ssl dt, Les Qi Aruliÿl, Ailsal 
sg 6 Shi 9 39V1 An sill a Autill salall cie .% 2009 Jsli 16 &ut5 EC/110/2009 
sel le à Sy 
“electronic money’ means electfronically, including magnetically, stored 
monetary value as represented by a claim on the issuer which is issued on 
receipt of funds for the purpose of making payment transactions as defined in 


point 5 of Article 4 of Directive 2007/64/EC, and which is accepted by a natural 


or legal person ofher than the electronic money issuer;” 


Catiut (8 GuluŸl jiies pnill gi «2014 alt (ILall Jaall Aogage 33985 (3 Ball > péll AT le sain 
OU cbaeill, lat Y ls lue sil Jucÿ Âe sas dll 4jle 

#5 European Central Bank 

36 Directive 2009/110/EC of the European Parliament and of the Council of 16 September 

2009 on the taking up, pursuit and prudential supervision of the business of electronic money 

institutions amending Directives 2005/60/EC and 2006/48/EC and repealing Directive 

2000/46/EC, Official Journal of the European Union, L.267/7, 10 Oct. 2009. 


SE Col Audit Jul, cdlaall ll lus Lil cel ji Ge astill ui, 
allall; Alsall All LA, Cuslsill AS (ans GAs Aou) lai ai BusŸ og 64, JS 


Aulail GÙai (ja Bains La asüill où Us 


‘Virtual Assets Au] ÿ1 dd Virtual Currencies Audit chautt Li 


suë «çydll Jas de (ilall Jaxll cgape JS Ce taciedll cilalladll; cayylaill cas 
cute «2014 alall Gà Obl lan Gé tel uë Ji cé Anal Caall lune clgiul Gj 
Virtual "i2ijéy JS 3 aiasul, 2018 all Ge JV Gt ei cà mlluadll cites 
ll Le lise, «7 Assets 
‘A virtual asset is a digital representation of value that can be digitally traded, or 
transterred, and can be used for payment or investment purvoses. Virtual assets 
do not include digital representations of fat currencies, securities and other 
financial assets that are already covered elsewhere in the FATF 
Recommendations.” 
Non- Jill LG jé (f) :Foles Qi An Li Chlael Qui sdles 
las leitilie su, «Convertible Jissill ALG (L) Convertible 
au J sgüll pe lebaï Se Y all di a :Non-Convertible Jssill ALAN LE côbaull (| 


Sert Ge nes on ECB (59) «GjS all cüpnall (558 . Cine (aol alle (à paie Leila 


37 FATF. “Regulation of Virtual Assets,” France, 19 Oct. 2018, 
https://www.fatf-gafi.org/fr/publications/recommandationsgafi/documents/regulation-virtual- 
assets.html?hf-10&b-0&s-desc(fatf releasedate) 

38 FATF. Report on Virtual Currencies, 2014, Op.cit., p. 4. 
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.Unilateral Flow 
World Ju 42lNl, 45, SN GI (à JlapYl à 35252 gsill la :Closed Aätsaii (1 
«all plarsil au) la 36 laŸl Gas 33 if NT ils GlYl où cj .of Warcraft Gold 
tés (ll Jyaslls igne Oil (GS die Aleall (je Base je MoN Qui, all AK 
UC Ju le Alxll (5 cAualll (je aie 
Libé ue cle Ga gsill la le JlasuYl à, :Unilateral Flow &astaÿ (âsitl cui (2 
Gall à Caalls capate Canal Vhgls gsill Mia QI Avon ssëill age OGe gi Aa ll 58 
Alaall sal GUaïll Jals sagn sal Elenslls pilills alull ob3é (je CDlazll od8 HE çsalal 
League of ixl à Riot Points RP à cHaall oùa Ge .ualall (33 paie ce Ullé 
«Jldll Ju di Reddit Ji 4û de All Reddit Coins 1, 54äll Legends 
Sul 3s 1.99 Jilée At, SI ill y Reddit coins 500 Ge Just Sas 
A; dll, Wien ES Jhgill ALE causf A3 jall Dlaxll où je Las oi ay 
GS) es least Ge AIN jf Agen, 338% lellañuls jisi eltou Ggu 56 cb 
San 3 Arau ji sl lol Jai Sa cle a :Convertible Jigsitt ALAN call (os 


DÉGs 35fill odgl labre Las pit (ei 617 0ine capes jun el dilà, paŸ gs Lébas sale 


3 ECB. Virtual Currency Schemes, October 2012, pp. 13-15, 
http://www.ecb.europa.eu/pub/pdf/other/virtualcurrencyschemes201210en.pdf 
40 ibid., p. 14. 
“ https://www.reddit.com/coins 

'Bidirectional Flow als35ÿl Ati (Gén Gi laxll, cDlaall o38 (92981 «63 all capsdll 25e 42 
—ECB. Virtual Currency Schemes, 2012, Op.cit., p. 14. 
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dassill QUE 0! GS call çoalall alla 3 CSN allall (à olgu lanlls alull sDË Ce 
«dassill lgs Ji plie Ggu a58 9 Aalee 5jaell oùa An lueiuls ecosilsälle Aie ve cul oha 

Lys jé Litill, Centralised Lx, (15V1 Ces le (a dasaill ALI Head 
(Aa Lt Willu, game as) Decentralised 
Ji Ge ehagaill ALUN jé A3 pall Carl Je Lelie Jagaill ALI A ÿS pal Call Ji, Less (1 
Dell ail quasi le AG gs is ill AS all 8,131 o aa a dame Lire 413$ je ALL 
WE Le call où cie jeu 36 «lan fige Cle Deus lellariuls Lelsh (ouuls Alaell, 
QA is Lai 3 DA oçi ç5i 5l Âge jou, lac Lai pu dililes JS Ge sas si «Fixed 
CDlaxll o38 je Gall à allll, oapall A Gas asi Floating ile GX À all Aaill, 
all Call Lose ns CuilS al E-Gold 1 Si 
Ai «> gièall pull li 4eÿge ee Ge ble shpntill clall (oi A jall jé clall (2 
si laps Se AL Ca dllia Cul .clusls, Ailes Ganges all ail ill jaill QU le 
lee ji ji Leils 
CMaxll glluse adiol 2012 alell (à 41 pi U5i à :ECB (9 9Vl çe5$ all ci pull Lié ga — 
Anal jéVl Carl und ils « ILall Jaxll Le gap ie LL Virtual Currencies" 4,2\ y! 
All QU Gill ei claul Gay (Anal sil à leialles eue) el ei QU 
Unilateral gala Gall ii call, Closed lil “all Bidirectional Flow 


iii jé Au OV ail ca gi leïl le Anal iVl all alles JS juil cie .FIOw 


4 FATF. Report on Virtual Currencies, 2014, Op.cit., p. 5. 
JSbie ss lé] Cal ay eus al .Gold & Silver Reserve Inc Jä Ga 1996 alall (à leumuls 5 4 
Ales, du silà 


4 FATF. Report on Virtual Currencies, 2014, Op.cit., p. 5. 
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Le Jaill, lgllaïul 4, Developers lisses lenshe Ji Ge Né Les jus els 
cire pabjél aug CI couté ah Lu, 
ati Jul" pollue (3 39Vl ç23S all canal adiol ecilul)as pli 8ne ess if VI 
Gus plluadl jus dun d'Al je Aualjiyl Call ce Ya Crypto-Assets 
Last Lt Jul sans cie al Au Ai cle ju Us Lui call, 
el de «2019 all la, ii à Crypto-Assets Task Force 33,,)1 (6% pall Ci pal 
‘A new type of asset recorded in digital form and enabled by the use of 
cryptography that is not and does not represent a financial claim on, or à liability 


of, any identifiable entity.” 


pins (393981 AY aciol :Ÿ8 AMLD 5 Jisaÿl cpu Aalal çpualàtl (eng 981 dm güll — 


AsilÇal (juala ll aus sil is sas 2018 tal à as cus Virtual Currencies 4,21 ;5y| axll 


ge ail le os AN) cle) Jai all As GUss « AMLD 5 JA au 


46 “A virtual currency is a type of unregulated, digital money, which is issued and usually 
controlled by its developers, and used and accepted among the members of a specific virtual 
community”. 

—-ECB. Virtual Currency Schemes, 2012, Op.cit., p. 13. 

47 European Central Bank Crypto-Assets Task Force. Paper on Crypto-Assets: 
Implications for Financial Stability, Monetary Policy, and Payments and Market 
Infrastructures, No. 223, May 2019, p. 3, 
https://www.ecb.europa.eu/pub/pdf/scpops/ecb.op223-3ce14e986c.en.pdf 

48 Fifth Anti-Money Laundering Directive 

4 Council of Europe: Directive 843\2018 of the European Parliament and of the Council of 
30 May 2018 amending Directive 849\2018 on the prevention of the use of financial system 
for the purpose of money laundering or terrorist financing, and amending Directives 
2009/138/EC and 2013/36/EU, Official Journal of the European Union, L.156, 19 Jun. 
2018. 


Ai 3 I AUS Jaiul aid Long à sciedl Gill Gall ASUS, Aélull ADLna 
AVI CMaxll gllse 5e JSN Allo apsill las unl af Ca ÿl assis Jisadl ca 
ë) dés les (le (18)(d) (2) 555 GISN 5slal cunges Lee ils lee lb sil quai 
ES Vs Si sbie Alee, Li Vs édale Lu jf (95$ pe cape (je ages ji spl në Aauil 
asie jl one Delsil Ji de Jotill Abus lets ù CS cssëill jf Aleel Gsilill msi 


Os QU Lelshis leuyais Lelis Cas 


Application of FinCEN’s Regulations to Certain Business Models" :;5e cs 
4 pod Lull Ga ul ça Ji «7'Involving Convertible Virtual Currencies 
1 Cndiel .hosill AUG Annfiél Mac (de (csbt Âtims dei gila le Aanill 4silsls 


Call Ga gs lil le lei, CVC Jisaill ALI Aus ii| call alluss FINCEN 


50 art. 1 (2)(d)(18) of AMLD 5: 
“virtual currencies” means a digital representation of value that is not issued or guaranteed 
by a central bank or a public authority, is not necessarily attached to a legally established 
currency and does not possess a legal status of currency or money, but is accepted by natural 
or legal persons as a means of exchange and which can be transferred, stored and traded 
electronically .” 

51 Financial Crimes Enforcement Network 

52 FinCen. “Application of FinCEN’s Regulations to Certain Business Models Involving 
Convertible Virtual Currencies”, FIN-2019-G001, 9 May 2019, 
https://www.fincen.gov/resources/statutes-regulations/guidance/application-fincens- 


regulations-certain-business-models 


53 Convertible Virtual Currencies 


OS Jai Las (je pi QI (A5 cÂlaall Jui Jaxï jf âluxS Uiles Lu lel jf Lel Au HV 
ile 

1 ANT cils joalls Aaltall GhŸ ua cndi : SEC Lit dl cils gutla Attali 491 Âia — 
Framework for Investment Contract” Lis ca ist) «2019 Ali à Ÿ SEC 
AN all Digital Assets "Li, Judl 2 vis xl ‘Analysis of Digital Assets 
Ejsall Jaull A5 plait Kiss laine) ds Jondi lei de lei Œuas cpitill Cle de 
Cexll 3 "AunljéYl claall (aus Le 6 panll Y Jlidll Jus Ge «dlls (à Le eculiS sh ji 
ST pal "Anal 

Jul; ill Gal Ge sine Gogpei Qui PACTE Gi Die 158 ui ill PACTE 96 — 
‘Prestataires de A] Juaÿ| Clans (os je Ale 86 sal Chaai déls 64 ill 
“Actifs Lä Ja ci cék, Services Sur Actifs Numériques” 


Alu jf (33e cine CH Ca Logos lip jé Lil Ai, Ji Lil Le Numériques” 


54 “CVC is a type of virtual currency that either has an equivalent value as currency, or acts 
as a substitute for currency, and is therefore a type of “value that substitutes for currency”.” 

—FinCEN. Op.cit., p. 7. 

5 U.S. Securities and Exchange Commission 

56 U.S. SEC. ‘Framework for “Investment Contract' Analysis of Digital Assets,” 3 Apr. 2019, 
https://www.sec.gov/files/dit-framework.pdf 

ST “The term "digital asset," as used in this framework, refers to an asset that is issued and 
transferred using distributed ledger or blockchain technology, including, but not limited to, so— 
called ‘virtual currencies," "coins," and "tokens'.” 

—U.S. SEC, ibid., p. 12. 

% LOI no. 2019-486 du 22 Mai 2019 relative à la croissance et la transformation des 
entreprises (1), JORF No. 0119 du 23 Mai 2019, texte No. 2, 


https://www. legifrance.gouv.fr/eli/loi/2019/5/22/ECOT1810669L/jo/texte 
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Joue veléül Jé Ge les daill du CSS cran ll And ad Vs Aion) 58 culs ele 
ri) JE dasill, sil, Joli Abus cuire 


ist saldll cèje : 


Monnaie" inijil dis ge "dll, AO V a le Sul Ogll ve 
lei + "Digital or Electronic Money" &;KYL," et numérique Électronique 
ga gall Via (8 daull us "ui SI ele (le lelès (Sas (39 SN 85 lang (au Cuba s 

Lastill Jynaill à Juaiill 
Ou Cell glyl Ge gi lag Lei «culs Cryptocurrency 4, jitill All Li — 
Je AAlé as eJloaNl dassi Ge Géaill, leslass alé ll « adall Gé Le anis os 
CUËs Gil Au Co CA Anill on sléiol Éj «çuluNl lan Gles 453$ pe caps çol Ge ins 


Gi se it (40) Lai LU: Ait cel Ge dksi Blockchain Technology 


% art. 86: “art. L. 54-10-1.- Pour l'application du présent chapitre, les actifs numériques 


comprennent: 


2- Toute représentation numérique d'une valeur qui n'est pas émise ou garantie par une 
banque centrale ou par une autorité publique, qui n'est pas nécessairement attachée à une 
monnaie ayant cours légal et qui ne possède pas le statut juridique d'une monnaie, mais qui 
est acceptée par des personnes physiques ou morales comme un moyen d'échange et qui 
peut être transférée, stockée ou échangée électroniquement.” 
4568-4546 Slsi ai 2018/10/18 àû 45 500 chou ll sul 2018/10/10 à 81 à) Ga Ê 
(asill atall is eblalls ss SN CHeledl Gb) 
61 Robby Houben, and Alexander Snyers. Study requested by the European Parliament's 
TAX3 Committee, on “Cryptocurrencies and Blockchain Legal Context and Implications 
for Financial-Crime, Money Laundering and Tax Evasion,” No. PE 619.024, Brussels, 
July 2018, p. 20, http://www.europarl.europa.eu/committees/en/supporting-analyses- 


search.html 


sa, (P2P ,;=334) Peer to Peer il ill ia Le Transactions All cledll 
Lu ç6Ù 3525 Qi sal ss we pale paie On pélaall Jelïll oslèe css (Qi plus 

Là pal 
Les cui (A Galaill al daull Ji desridll, sul) ill, elathioall Ces 


ele lie Bb à caileaall oïa eat Qi 5 JUN poall éllà, dgyaitill Cal 


Ait anti Les AA ÇA pailaill : I dinsal 

gau jll sg8ill Âucal 6} Lao loell Jia (je La ÿiei ailes À iii Cell cui 
392 ot GS LE GS ans 12 ecjandl AV Jiue Ans Line Ci a puailaali oùx (ui 
JV 8 Bi ail JO, Cbiius (Al Ga aUsill Pia Ulja Ch Y ec il AG, Aus iQYI 55e 
Call 
ages cusGull Uni, Île dinsall lan à at 
:ChsSill AU pains ani V3) 
‘Decentralisation 4,3 ,oUi (| 

Cies (ls «Ca Snll Leiils ( All sell, Au Ciloull sas) Ga AS AU AU 
CHge Je AA paie Ge Gall atéill Ill Ut Ci as Us Ale Of (à less 
Qahe Alu rie, Ai QUill lin le ççaal je AILall Ciluugall; à all jlinss ÀS glon 433$ pa 
sg Cas AVI cl à PEN Lis Cl Adi cileall oùgl ils tabs 


Ale Jill de lule pile JG, agi dilia pui dus, CRU »38 Lab ca sall 


- 


6 Vigna, and Casey. The age of cryptocurrency, Op.cit., p. 121. 
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coll cocaëf Le lag ccèmall Abus Ge Lolei lacine aljis allall SLSY ausfé dise Aile 
5 2008 alall (à (allall AY j5a 5 

AS all tblull où soil soul Cul 48,5 à mjils salé Qsilu Qi Lin 

A Ge Ya jéhall Jdall de (ie Gi ais AU QU gtiai UE dues js ol lets 

he AI Les Gil Aslall ss Ge lagin Led Bjûle Csaill bal Ga Oliné Sy dus 

Ale" QI CHR 5j) le (lol, collugll GÉEN GORE Cnsull Uni aujiul «liées 

Jill dal 45 le A ai Distributed gisss cc me, Public le Joué «9 "ill 


4 œ al Ass Da { …. P2P 


AI 
GS 5A GS > 


ul gli .1 


63 id., pp. 4,5. 

64 Satoshi Nakamoto. “Bitcoin: À Peer-to-Peer Electronic Cash System”, 2008, p. 1, 
www.bitcoin.org. 

6 Vigna, and Casey. The age of cryptocurrency, Op.cit., p. 5. 

66 Paul Baran. Report On distributed communications: I. Introduction to distributed 
communications networks, United States Air Force Project RAND, RM-3420-PR, 1964, p. 
2, 
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jlaisl lag .cDleledll (pe Bayas ES, CUS QUI Jan dass muse Ji Auluall Aludll Jas 
on Je pull dé ce Gill 4 us (PoW) 'Proof of Work "Jasll il QUsi 54 
(Consensus {,,2ijil las, lin c5xis) AG Cie Cinall lin (il small AHSII 

ai ans On Gindll LAS «GES péall (les Gus (A Ailaell o3a Ales (à 


JS ss pall la Ole PAG je oil D, 5 7 Algorithms Gil; js cusSiull sis 


67 Arvind Narayanan, et al. Bitcoin and Cryptocurrency Technologies: A Comprehensive 
Introduction, Princeton University Press, 2016, p. 73. 
68 Central Processing Unit 
6 Andreas M. Antonopoulos. Mastering Bitcoin: Programming The Open Blockchain, 
"O'Reilly Media, Inc.', 2nd edition, 2017, pp. 1,2. 
7 Saifedean Ammous. The Bitcoin Standard: The Decentralized Alternative to Central 
Banking, John Wiley & Sons, 2018, pp. 170,171. 
Lusy 12.5 à chadll : 6 cils 71 

.SHA-256 Hi La CS Auÿ ss où 7? 

73° Antonopoulos. Mastering Bitcoin, Op.cit., p. 2. 
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T6 ss 
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&Y cSai «Open Source rsüall juadll 3 38 Call malins JS 55 x Of «dll bé le 


7 Narayanan, et al. Bitcoin and cryptocurrency technologies, Op.cit., pp. 72,73. 

ous Ole 17.9 Gti Le Ge a5 culpall oùs ebsl ant «css oale 21 LE ils 
76 Michael J. Casey, and Paul Vigna. The Truth Machine: The Blockchain and the Future 
of Everything, St. Martin's Press, New York, February 2018, pp. 18,24. 
77 Ammous. The bitcoin standard, Op.cit., pp. 170,171. 
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78 Casey, and Vigna. The Truth Machine, Op.cit., p. 65. 
-0.00000001 Jalaïs cusSinll la (a 48 jmel a «satoshi üsils 7 
pôle pig AG Ge Lasnll Aus asuyll Aesl 2 https://bitcoinfees.earn.com/ 3,4 G£ #0 


24 


ladl Là Gés phall Cu L6 plié cie Ale QLEY casiall cé (A auills Li 
CA) pur) alle Gi Dnné (és Jisdll Ge base jé Aus Jluyl Say cÂagiié s .crile Lu Aa y 
An el Jan Ÿl (8 aUf Aus Leiglles Oil (ll ca odll je dhoxill Gillae QuSe le éllis 
Agé jnall laall gangs Dsl Laë (je Ad ve 
‘Accessibility ÀsUÿls Asallell (ds 

Âiee Ag D casaall Byles Ale lac ei Aélaslls Alsall ssl Cl CSS 
pusall li Gant JS sis » callall elail AS ce cililse aù laps Ces clegle lui, lapnss 
Dell galijil dress jp Usqus Al lasll iles Cnil CN Jynasll CSai «7 sitall 
C8, (ol à cent QE JUN es VAS cüslsglls culs Le Le Louss Bjesi Ge 
si A dsl Go des pllell (à OÙSe cel De Bass Bit Cnil dhssi GS duss «06 
Jgne ll Que, Cuas Lalill Glalill (à Bjsall oda Ce BV] Se pl Gilus prié 3f ca poall 
GS iiul as Ce (iles Qi Cali jf 48 psdll cileaall Qi 
doll s ls Âu pas) A Elisi (g 

pllaill Lié Aisgll Lan je Anal An nall, Allall Ann gai cusiull ai Ggnas 
AiSal (ya salle Ana gas (Giaié cale ges aie Leila clunll (36 eçsaulfill (pal 
Du ail JS Of we pbs cdiliall (à «cie sledll 4 (GG foall AIN ass (ixdll cab Jues 
cagsilie asie ne Ci ÔU VA je ALL Oat LS fuile (a Cnil AG (le cibilaall, 
Ale (635 0] Lalall Sa ab" éalSl" js jh Cusle ue 95 custiull José sis» à A ellà 


algss s'oañié (os dagaill Van Jai cils 50 ce O3 6 DST QI lgme labo Le añé lu) 


81 Antonopoulos. Mastering Bitcoin, Op.cit., p. 1. 
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82 Nakamoto. “Bitcoin: À Peer-to-Peer Electronic Cash System,” p. 6. 
83 Loc.cit. 

. Gill (à LS Jlall sale (le 8j ae 3 CHeledll sites çoi 84 
85 Vigna, and Casey. The age of cryptocurrency, Op.cit., p. 6. 
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86 Michèle Finck. Study requested by the European Parliament's the Panel for the Future of 
Science and Technology (STOA), on “Blockchain and The General Data Protection 
Regulation: Can Distributed Ledgers Be Squared With European Data Protection Law?” 
No. PE 634.445, Brussels, July 2019, p. 3. 


87 Nakamoto. “Bitcoin: À Peer-to-Peer Electronic Cash System,” Op.cit., p. 1. 
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di] ils où Gill Cia il : All jai 

email Je Anonymity ilsgsdll Ge clé Cujiiÿl AG, dun ci fs 
Jlpall al ul Aaitill CDLaall 4 cuis Gel (je s Vpn Cilign Canaus (ans çoäll Usxll ligà 

Sas slt çsoldll allall à li le Gaia Ÿ All Cle Jlaib DU 
AuljéY ls Led Load g 155f ji Les cor Ÿ Au, À ui CDLaall air clgigs Ces 
où y vaullé oailsll allall pe piliell ASS ai Lee édjou ll ssl ge Lelai Ad (as 
ul" Ares Leie Cllif, À utill ext le çoaall asllall curl (all (ea Veil aa 8jpall on 
À Ji «lei Ail@e oies leilulus Léilulash Ailsgpall Bjge DIN dissdll (à diasiu cles 
le labs csaes Aroupll 358, Abtitl laall Gus Lasé Jataills Jasaill Bjres duaall (5 das sal 


Pseudonym jliudll aus Ai Anonymity Lilsgsall :J5ÿ1 éiasall 


gai Gei ane Cblt cne, PAul nagasl le Ji Alsgnal jus Gps 
AD Céaill, BEN Ge slie Qéus us Ge clail Ds De Cjiÿl AG mit, arsiuell 


en OÙ Y! cali Bye (à aninall Aus Gausf (ol jeNl Aus IV Ant doss (an (ol 


88 Eoghan Casey. Digital Evidence and Computer Crime: Forensic Science, Computers, 
And The Internet, Academic press, 2011, p. 671. 

# Michel E. Kabay. "Anonymity and pseudonymity in cyberspace: deindividuation, incivility 
and lawlessness versus freedom and privacy." Paper presented at the Annual Conference of 
the European Institute for Computer Anti-virus Research (EICAR), Vol. 16, 1998, p. 14. 
http://www.mekabay.com/overviews/anonpseudo.pdf 
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De pashudll La Quis Aus fi LUN Lil des dl Je CL à Laf cit Ages el 
Alu Sal Aout 8005 à 855all Jilugll 3 Jalsall cas) CU ds dl ALI Ji 
Gi Cl AG le LU, QluV (3 cales QU 6355 Bjsall os OÙ uma piel sil, 
Da A Cf ljgndll ju Ati Call GLSIY ii, «paf Bjila dl pe Cucial la 
lo gphall jé aeilutil QI Alsendll Ga Géleel sé sy Call so eypadll 

Ailani Alggsall oùa lb sal Ait Caull Lee Laläll CES slt Aus Leul O 
Alall AY (3 aciedll Aëlhdll, Céxill Gyl laut QU (53% lus Us wa bjélae dJalaïll 
Op sl il, canal Jé (pe Aaultiill 

Lun) GËs jh Qi (al, Adodl Lili cleledll pe Aie «là (A ALL 
ÿ Ailuy| cledl Ua OÙ cdépadll LU Vial aasudll Lisa CLEY AR cililus 
7 AB (ailall Abus Qiéall asiudll Liga Lis m5 Cible ani 5] GG, la lui Ljuts 
ul VU cusSiull Ale (je Mia cuil call sie Alsgndll Se ce JS dindll, 
AA Lil DENT és, (ol one cual Qi led pus Coll til CAS JE 


auë las (où Jul 6083 «agexll old Giles priés ole Jan 43,8 Li cc dledll; cle ya YI 


91 Jesse D. Bray. Anonymity, Cybercrime, and the Connection to Cryptocurrency, 
master’ s thesis, Eastern Kentucky University, 2016, p. 14, 
https://encompass.eku.edu/etd/344 

%2 Perri Reynolds, and Angela SM Irwin. "Tracking Digital Footprints: Anonymity within The 
Bitcoin System." Journal of Money Laundering Control, Vol. 20.2, 2017. pp. 172-189, p. 
12: 
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AS 4Yl Coinbase Zi Si cl oha (je elelac Auilié ç5ae (lis jsgaall 5 

call dif Ge puit Vs ABS CLÉS SU CiSa Les pat Sjsall oùa 74 
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ci Pldsgnalls Lui 5jge pañiudll if, CAS sdle Adi CLES LI Ca cuilé Le 13 clia 
saall Lei ais ALL Aaël, on Aalldll A sgsall ès ati Y Lil ans cu tull lee (y) Aiäall 
sÀ das qi 5 cle Lojle out (ol pasall La els) aus Lei ass casSiall À Of cble 
gli Gb Ce Ci hl AG le Jalaïll 25 dues salu LEY JV dll à ineñé cali 
cine JG Gala CusSull Osies au L 3” Public Key le ti, Private Key li 
cuil Glsie 585 pleine pus ariudll Cie) CnsSull Âléé s Alsgse 4û Clés, coalidll Cuig 
EN gs OÙ VI lall Clés gl Gle eililazll AS cut és à 6 ls (43 calall alæl 
DAS as (el Alsene 522 
CSaall Ga as fousnll Loges, A pètill cas 85 CU Lisepall Anys Le ctdle y 
A, Paire 5j Alsgse 4uû' lee Ga CnsSall le of dé LS flgiss Ge cmiaill JÀ Leïlli 


st 3] Sal aile, iii Pseudonym jliius auls Añéall Ausa saiiuall Ada La 


à -Asymmetric Cryptography Jilaoil ill Lau ale plis Gals plièe ccpaliés slot Us 
ALI ti > Uidll làa aitu, Jupall 55 61236 Banls des jf at je êgpne Galall td GG colaill lan 
nat él, 

Ds Oul SI, Lalill sal je 5hall AL 8 )ù lé eus cagexll JË Ce Case 58û alall 7 liéall Li 
elall liéall, sidi A 8jû di ji Cala till, Au cpu (il Aeall le Le Âgs co 


‘el 

2017 Assis Chu Aie NI Lebll clgis ALU Auiliatt Âisqunalls iii AGud ailes call Guns 
93 .6a 

Lai 


191 .0e «2007 « jals Adgiall Calppdidll 649 SN GAY 6 last aps «3 
% FATF. Report on Virtual Currencies, 2014, Op.cit., p. 6. 
La 
—Joshua Brustein. “Bitcoin May Not Be So Anonymous, After All.” Bloomberg, 27 Aug. 2013, 
www.bloomberg.com/news/articles/2013-08-27/bitcoin-may-not-be-so-anonymous- 


after-all, Accessed 22 Oct. 2018. 
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où Fomull jiel als .cHliS ul Cle Zairpeill A, 3 aatiudll Ass Alias pie (oàlle 677 alal 
. Ca all 5jés dll; Lâlall Jalsall a oies ecuSiull sie Ailsgsall je paill in (is 

dus CR QI Vues Golall priudll Clsies une lee Ly RS cAlall oùa (à (à 
Da ge dllà, CLS slall Jaull Guy de pañiudll Céxis praui ui maly dlllis fall 
Das Aa) OÙ (AI pois Aiiall dises alall pañiuall 7 ide dj dus ecibleell Gall Jatsil 
IN de Aile jilu (ose SV la OS Le 1) cad) Alsgge A) AI Jun si pasiudll cas 
Lol lee JS JS agilsio uni QI QI dns ccamall gts .étell plièall jf lgiell ci Alu; 
elsas aille Où Lui Aseey 

& JAY la OS Le 1 lg JS GS paul Lisa Ce Ca cilebal Of CAN ns 
Online eu jiÿl AG je Alis all Lens side pe | Exchange 45, jiSI) Jai ou pe Jalx 
cludÿl Gall Coll Ans SV ll pâlges CS ill, HS Gladl; jj Wallet Service 
Lojle éllgiudll 36 call Jus le As OV Bla 258 Aie) Gb is Cle Ge JS 
dj Olixs Gysi cils ecpaill saut ii pnall Alley, djluss Get Cilaglee jatill mie Le 
le jf céllgiudll Aga jatill Cats, «SI old (35 «las Ai all Juasi Ga atill Sal 


CSA A Les Ces ble jé Al, dus Cle Ji lisse Last Gbly Ge ss JV 


ut és Aie Qi, Abies 97 
%8 Steven David Brown. "Cryptocurrency and Criminality: The Bitcoin Opportunity." The Police 
Journal, Vol. 89.4, 2016, pp. 327-339. 
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el Abus paiiudll Li, Of Lai sell oùa Ge CuiSll cie sledll on Dit Ge AG iles 
4 Dalsll Gisiell Jicidll jlrnudll auÿl eUé A Ga) cola lues cilily 3f Les 

ces La Ge ail Alec das Au il Alsesdll Ain Ge ai cuis dits Of Y] 
cl a .Anonymising Tool ;j Anonymiser Ji 4.5 gAlall, till ea Cle AL, 
pass Gill Agall est, oiuadis daleil JV Qbll (à aause dis SI Cilssls mals Ge lue (a 
Aa Ch alall ge 6 puadll le jull Jlaul iilss çol cÂiee A jai lee (ass lee lgie 
Ad sesall ce JalS ete 5 100 Privacy Coins 4524 Clans À83 malls Ant cac 
hi À elle Css a 

lasaas dl li ie Ci Ge lb ccmaysall œalylls Eiliiill on cnsgiul Jlall au (à 
gl clos, Dark Wallet Zalidi Ai dll Glensll, cl on Ge JS OU pâlsall gl 
sal; JS ppû Qi seu ei .Tor Browser ,;2 =, Mixing Services/Tumbler 
: Ja less 
-Dark Wallet Zatsati Aisati Yi) 

Du dub ve ill de isesdll els) Ge CE As ll Îhise Ge le (a 
Que  LOLY Usall ES Lula Y ilelegll Gf cp yl 4Gé Ge sladll Cnil ele 


One piall Lisa Ge Caigll C9 je ile pill Cat Jaguil Allée lus Aallsall Aisall cyñels 


Aa 5 po pes (ani Ré] Lui Qoilns, cu jt clac La Privacy coins Ans naaill ce 100 
ge ul Gblulls ele sbrall "ilasfs leleles Ailes Ajnatill Mall Jilu Ge Jui (gi clgxe Caleleïall 
. Lialæall 

-(XVG) Verge Z,ë, (ZEC) Zcash AK (s5 «(XMR) Monero ; j554 Alu JS luall sa xl Ge 

101 Erin K. O’Loughlin and Dennis Lormel. “Terror Finance And Technology”, Bank of America, 


West Coast AML Forum 2015 May 6-8, 2015. 
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-Mixing Services- Tumbler z jai class Lit 


I all SN de LSY ein Lai A jitill cleall ce Legs LI le a5ë5 mais Ge 5e 
Cali LI (le Aiee lle D Da Gb de lestaiés coll, Ai JÉVIoùa Uinoi id .leie 
Le Cul A Jalydll ges Ge lai ENT dell, les aù (el gai Cas ge leaÿe des 
Pedlall Cu Laë DIS; pal je dll cDleless 8j jus (je Aipiill Aaell 
Tor Browser baña LU 

6 phamall gite Giles gain Ge le colldll cuil Liu case Les Tor 5 mais 
job gain ing, ep) Ai, AL die priiudll Auages (le Ball JjY alall (3 233 
cJsesse Ji Juill, Ci ARS Ris Al mis Les paiiuall, LOS soi Ji Anal est CII 
ge Ab in (ie jh ei ei AG (de ns sal Ai AB Ce cell JUIL s 
au, Qalall IP Address Hit JS y Cie JiN alidll à ais dus jaitill 

ll QU JlasYls diluull ailall Asie Clan ai Ait Cle JR sales 
cap Ge 25 Gill æelhll, Gill Lo gns s Alsgpall 5j5e Gb Aagaie Ÿ .Jladll ln (03 (Gin dl 
Ales OÙ gasses sais cul (il ul jiéY | dois LSLAI Asa Ali ariiudll Balaiuls aatui 
Os né 3 LE, Goo De Cl AG le AJlsd capailts sl us cale l 4 nafil crea 
all Siist Lels is ill aa Au gb le Ju Alsgnall arts Jiiall (à 
uni lle, Piayl cell A Gilet Ju 53e ll is de Apaatill lea 


ge a Qi Cl bai 3 Ai De all Gill oylaills la che ÿa aèjils Up 


102 Reynolds, and SM Irwin. “Tracking digital footprints,” Op.cit., p. 182. 

105 [wa Salami. 'Terrorism Financing with Virtual Currencies: Can Regulatory Technology 
Solutions Combat This?"', Studies in Conflict & Terrorism, Vol. 41.12, 2018, pp. 968-989, p. 
985. 
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sd sblee De alu Ÿ Gatll A LL Ji Ge phall Gabull césall Gi Y 6104 I Lise sal 
cpgales Li ds Al liée js 
tt Cell Les ct (all cosûill agaill 8jue QI Jéiitu Au ill Alsgnall Bjne Ces 


Gall SN alle Ge lein ai (All Bjsall oùa 


Ain, aoû «ils Ga A mil} Alantf Jimi 85ra :Qitll dinsal) 

Jé Ge Lagos LeŸ lai Lulle Let al Alu, Fiat Currency Au a5äll si 
«Lei Las Léllagiul jf lelssi Jeu Lili «çuilsill je Lalsies A5 all ciysall 
All La Ai) Cle JEY AY lai Ge Apnitill cell Ja Le cdi Glull (à 
Doall Qi Se GuSill lac Jlagiul f Jassi Aslédl ailis claude (oi Aion, 38 ge lellagiul 
SN Val Lililll slt Jagué Lois Lei cpu cuSally (Se 

Call pes uuée Qle Mia élan sb Qi ce dassill Sas Lntill Cal Il gd 
All Gé Qi Lil Cell Cu Lay bus Sjadl où Cénil At je Aus iéyl 
Sas éllà, Gall IL g Uaill ge jülie Joli élligé cgalall Gaël allall ge al Yl 
Dé biV all Aa Gé Gas CA Ja ALU jé AunliiVl Lil Cledl (ax 


gibanall eLuaill (à lellaxiut (GUais lélgnie JV lys ils, «' aall 


Adsgsdl clé Os eVsa dl f dus « job palis de Üiise cuersiudll eleë (all Lei êane tas cagysi 104 

el IP ijiÿl Je y dise ass Aile) all Loges 
—Alex Biryukov, Dmitry Khovratovich, and lvan Pustogarov. "Deanonymisation of clients in 
Bitcoin P2P network." Proceedings of the 2014 ACM SIGSAC Conference on Computer and 
Communications Security, ACM, 2014. 
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so gôlls Labs QU Asa ll 56 Cou Led JlasuYl 3 disnill Jilus gui «olall Aeub (à 
Jilus Aulèl ei cé, (à Ale Cluusgall AE munis (nnall (ai Jill QI guess ue pall 
Das le Lidl lesll Jesus Né coll GUes gs Lit cel ls Ge dass 
Jilu gli da (je peer gas L sal ga p LAN a el Le Ole pu 05 LE CU Ress Y 
Jé Ge elgu ds cola )Yl assis An, SONT JisaŸl ca aile alé, Aulall AB (A 
Aa dl Les till CU 4 Auutiÿ| cilalardll 

De ll Ga pélaall elec Ji 635 ji claetl Glu (à chosill Gb paf va 
dati etre GG, ATM Hi AU CN Gill 5jesi ë «P2P il al care 
St Ge 8aals JS Ge Âxypu dsl Lai .Exchanges 4, 11 


-Peer to Peer Platform éaal) shuätl ditac No 


Cash in Alu, Louis lueñt Al je ill Ge Spilee Ati Ale 6 (Sa 
su pli op ill Jupes las Cl Antill Aluull La Jales Le las caplill aâx dus, «Person 
Cibaies (gant As OI] aile je all le cop pa cé pill lise jf oisie AI 4e Gil 
Ac pus y Ces day sÂblus Us is Al Peer to Peer Platform il il 
les Ul, Dali 8 elgiloés né il 4 ètil 
Ausels Audi Alsepall Uynss li SVT ei 6 jan çepLE ASS 31 Lei A&)i oùa Qi 
ea ali lus OÙ VI. dhgmill Ailext ab) hf oi Vs bas cils AN Lin 4S Lie D ce LE all 
Da pe Gb Qi esallls agabts Sd, Gall oies 36 (GA jeNl «salt (GUI (à Bye 


iQ) ssssll 9e 
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Délai Gill ssill Abus bé Ge «Si dissi dilus All ji cle 855 

EU (3 paall Siluall (à 5e 338ill (cjibdll glauls (5 SN aéall, Jia «Cash in Person 
Dis il P2P Loi jël «2012 sal (à Luusall Aulull Localbitcoins.com in ii 
al nl Ale Aus Ùl, Lailill Cole Vial 6065 coei 5 hdl dasaill colens 
J lys Dit cou Lil Ge Qi call, ilessill; 5 GDPR 1 SU Llaal 
nas agile Cible 5h lgnarsine Ga 2018 plall (à Arall où culs, cul juil AMLD 
Be « JS Gilu Oss De cuis uses 2019 Ali je Olajs eù (és ccilleall ex ebjsl de 
de gai lglus je De Yl la Ge clef sil, cailll, éjuñdll Ou pélaall UN je dassil 


106 4. + + 
- En 


©} LocalBitcoins.… Euytitco sell bitcoins  Postatrade Help» BSignupfree  &Logir 
v 
Sell bitcoins online in Lebanon 
Buyer Payment method Price / BTC Limits 
D To node a ré tions 14,238,422.00 1 500,000 - Sel 
hamza?2 (3000+, 98%) Cash deposit BBAC bob omt pay cash in europe LEP 30.000.000 LEP e 
ANS F MATE x x 11,246,29480 
NaderALDirany (100+ 96%) Cash deposit %£ CASHY OMTY BOBY Audi Online 54 LBP Atleast 200000 LBP Sell 
10,451,732.46 750,000 - 75,000,000 
NaZzixx (500+; 100%) Cash deposit Cash in Person-OMT-BOB Min 500$ Max 30K$ 70803804 LEP ‘ ne Li Sell 
ss e s un 15,202,957.42 50,000 - 150,000,000 
ggg666 (30+, 98%) Cash deposit OMT or cash max $100k 70612903 Sell 


LBP LEP 


Show more... + 


-2020 ke alles Olil  Casull Gil, ny cu Local Bitcoins 45,5 .3 


105 General Data Protection Regulation 

— Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC(General Data Protection 
Regulation), Official Journal of the European Union, L.119/1, 4 May 2016. 

106 https://twitter.com/LocalBitcoins/status/1135872083962081281 
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sys P2P lou 1 il 6 «Localbitcoins.com Zu 5,L4, sul Ci al 
.bisq.network ; hodihodi.com , local.bitcoin.com les Si cle cilansll ji 


bal Less daaill Que cclratall où8 pes Jay Qalills ge anti adlati Ÿ LalLI ail mir, 


.Cslsill ge dis Qi card JlaiuY Guéil alal 


La Qi il «joli g Uall à ai iil Jssill, FinTech ill La sisi pue (à 
Ce ÿ As SUV Céglill, enjuÿi AGE je Lis iQ) Lilas AIS jégis ail ca odll 
IT ATM QI cl 5jesi je Ailise clons pig JS a all ge Jalxïll Jeu 
he (le Aépodl Cblll (je all cheb real ani Gall CN cite 5jgsi AaŸ Lis, 
AS NI Call Beni jé cfa cdi ge I sgallls capadll QU Jill 4slal Gyga Âe ul 
À péiill Clezll, 

8e Ÿ iles Ju an ei hnutill Call, Al CN ile jles due A gs 
5 ns sb De 5jeal où CS CA YI 48 sl Ces pe Clg cplaall still NI call 
USe Qle Cijÿl Guh, Byflue lue Las chou Et Ajèdill Cleull Jlañul GS YL 
AN 8 all pla) Ce cagill Cle Jynall cletl Al Ja ce ass oi nait ati 5e Ÿ 
AAA paihuall nine (I Épèlae Alu) di cdigee Anti Île (je au) Uni 

All (à USe çl colle A6 Aopus Anétill Caull chosis Ju) ji 5esVl où 0 


Jles le Spas ei jiie ya ccpeyndl aies nil ûas Le of V] .çéÿe) ep ail dal 


107 Automated Teller Machine 
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CHlaugall CHE ya asllaall Le 3 ji, Msball ile La cuée ie blu JA DE Gi ce QT caps 
SN Giles jles pus Qué ji (il Auilal 

gas à Us QT Gill Qi of bi cal Ga du dut (le aies dis )hll o3gu 
ie ehjù GS 6 Pile) plus oui ue As dau ll sil A patrill Caall LE (je dibas 
ll Anètill Claull, Lui Clee (Al ajéill dass Anal pd (aille Ansdjall Sud ii CH 
73 à pie NM il, 6391 1 ii LU dits BTC Coin ATM Radar pie Cuun, .5ùi 
1091 

Ale Luusge 3l cüjuse 5f au, Les (ol De Vins JA Lai 53es VI où8 Gb BAD (5 
Ca Aäpudll Ailoall, Dali Jlasiul je Aus LU, (je 8 «al ass hs pol lang ces pe 
Besi JLEY Di, ie dll aiVl, Cuilsall Ji Gun (a Éfii AY LE, Ys (03 all ci pal 
paies Craul das cel ail ati Guul uns CI sal Que cine € JS DST CON call 
jai Auañé Cl 5j Au, GES jt le eXaull culs cles, Luis, Lilit cou il 
GS dll 3 Os lee (oi La à ème MMisall is 5 die agi de is, 
Loges ce Dani Aya (pe CH Aa pre Lili as culs cilsall Ge pis 55e Ÿl oùa Ca ayaall 
.lilell où (le Alsgall alle olèl (ie Les Se Wadi allidll Euté Le Il 
-Exchanges Jj siaiti eilaaie Lait 

elle Anti Cell Jalés jé cilons 5 is QI aise a olaill cite 
DE ls cul le Ou Ne el Lnètill Can ou Lai Jatill Lens cluidll als js 
Os hs 6500 (glisse Atill Caall (A) jan 3 Jaiys Joss Gil NI cilual jlgs ms ji 108 
| is 5500 à AE Ge, (Aa sai Lensll Jleall Dés sl) Aiaus a3ë5 QI ar Call Jlañiul 83e ill 


109 https://coinatmradar.com/ 
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Cexll Cu Lo Joli Lans SN laid ses Dé cu Là «(ETH js.) Ethereum 
SN JYoalls CasSall lac Cons Lasé Mie Aou pli sl gas leiaes Cu Ain 

Dei de cgésall le Lis pis Ju of ligue Lie lun (je sa Gèll le 
.oëS xt 5 Kraken ; ll? Coinbase , ill ll Binance is Si Jill cilais 
JaoNt dj AucijiVt call Ale cas Ajpatill CÔlasll slaei de dual Cilegphill ee 
Aus lasléiol Ga jgganll Bufil Ds eee Goal és "all aslall eeY Aunliyl 
Ugié Labull capsall Jé (je As jidll ALall 8yluull et Ga lgialss ON leds «ais 

Bla à Ati Cleul gba CH ei CA cles phills Lau Cileall ge Gil Ÿ Gas 
Aabi e Ja AY ARS Eds clos A peus chonill ALU jé Au2lil caxl 
A qeill dasaill Sue Of «Gaël allall Cle lat; CDlanll où8 Jynie call; Ajautéill AiILall gial 
5] çgslall Gblsdll JE (je ol Badines ail) Apnbtill laell (je cils (M Jelsxll w53s) Ce 
dhssill ALU jé Ant NT Claall Ge lies cCmeypall Gin a3aall 8 pal ASS JA LUS 
LtLl All Calaill, AVI (AI jus de Ge if Aus nf 3 Jyxde ç6i ce 535malls 
Aus iii CMoall Gif bulle Ldidll, Uyñdll sus pédll Ales La Ajaull sjüill cui, 
oe AS JEAN jf CE QUI (8 plais cales is Ji, dssil Cmappall à5 Bes 


. lai oùa Ge ie néill AN Cali )ls Aspatill Claxll 


11 https://www.binance.com/en 
112 https://www.coinbase.com/ 


115 https://www.kraken.com/ 
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ds nait) claett dudit Je téall Aer : ll ill} 

bla je 80 LiS) MT. Gox ii sac Bat 62011 sal Ge Olujs ei LL 
De gas lois OÙ UV ouf ccusSiull Ale Ge agir f à ei Ge (lance (oi casiall 
Gjans DJS des 6 Daxll Ciblus (à Unsindll Caall (je Byé Auf jus Lidl QU QU sisi 
De call Les Lan QI ei Les anis Labs Jeuls pull Qi Call où ge Cilué cale 
Cujuë Le Glepas da edaëé Cibolalls Jiluall pesé A1 Li Citiin gunes QU Sue ss 17 Giles 
4] Gun je Qi Gill GS aulgll Gall Gé goäll al coll QU eXaxll Anal cililul 
Aiaial 

A ANG, él Coll Aeub yshg Aus el prpull goaill 5,$2S (AN lis Co 
las çeûlls call lai late Lille musi (oûll, Ga ul jé AUaill lan 0e OU QUaill lies 
Apgl ie Gaine blé ca: 

LS GS al Gall ln dé Lé ccuull de pile LÉG (di) Lau JS Gi OK 
Dali OS cape Angilé pois Clg (I JE Ja Loges gpiall oil jui Gall Vgé con, 
Apitill Cell alle 'Aigé Y' Ce aall; JA 38 aa gl 

Qbll Juill à Jin Lt Cleudl je LUN Jai UNI Juaill (à drariu cède s 


Call og alles à Ai ill Cénbll jf Attal 
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À nait chlantl Ge dailitt Blé :49Yt Jraëtl 
calaleiall Ge QU Ji Y lgreriiues leds Ge jhlée Anitill cell Ga 
Ali lié ae Qi) JEal oùa pët sole JO allé Ga cpl, AVI I Vos; Lema 
els Ga DU) agua eh silall lee, Aaitills Al lets ci) lei mal pis, ge 
Des ags palais 
OA céssall 3 Lyétill clall, Jeleill, isldll jEléall golles el 
Lol, Auëill JL all :J$Ù1 éissall 


ill Cbasill Ge ai pla dl 1 El dissl 


Lalaéy | Aa lat :J NI dimuatl 
cle ls AV Alle (à jb ce JS Dgs Liptill Leall çoal LUI Aauball cut 
Da Yo lee plu Also (je 3 64e Aulualls alla SOU (alu 5a5i JO 6 sal la GS 
Dies La gl ill alle (à 6) laut Cnsull 48), dilan) Laëls Jalai Se Ÿ cells ga 
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AML Anti-Money Laundering 

AMLD Anti-Money Laundering Directive 

ATM Automated Teller Machine 

BaFin The Federal Financial Supervisory Authority 
BTC bitcoin 

CFTC U.S. Commodity Futures Trading Commission 
CPU Central Processing Unit 

CRA Canada Revenue Agency 

CTF Combating the Financing of Terrorism 
CVC Convertible Virtual Currency 

Crypto Cryptocurrency 

DDosS Distributed Denial of Service 

DLT Distributed Ledger Technology 

DVC Decentralised Virtual Currency 

Eth Ethereum 

EU European Union 

FATF Financial Action Task Force 

FBI Federal Bureau of Investigation 
FinCEN Financial Crimes Enforcement Network 
FinTech Financial Technology 

FIU Financial Intelligence Unit 

GDPR General Data Protection Regulation 
ibid ibidem 

id idem 

ICO Initial Coin Offering 

CWP Custodian Wallet Providers 

IMF International Monetary Fund 

IP Internet Protocol 


134 


IS 

IT 
JORF 
KYC 
Loc. cit. 
MSB 


Information Security 

Information Technology 

Journal Officiel de la République Française 
Know Your Customer 

Loco Citato 

Money services business 

Number 

Opere Citato 

Peer to Peer 

Paragraph 

Page 

Pages 

U.S. Securities and Exchange Commission 
Secure Hash Algorithms 

United Nations 

United Nations Counter-Terrorism Office 
Virtual Currency Service Provider 

Virtual Currency Exchange 

Virtual Currency 

Volume 

Monero 

Verge 


Zcash 


135 


:Know Your Customer (KYC) - alice cel . 


255 cipodll; Cluugall, Cl jh Lili Bae (a ci) cpl Lulu Lai As small 3 
Aginall Luugall ols5 Agilill jé Jlail CG) Ge ai 6 Cal 


:Dark Web -— Gill Cul . 


Gas Vs igabull dial lys JE Ge DA jé chsallall cas AQué aise 0e pui 


Bose Golf 3l Lee pelh alasiuls N] Lei Jgns gl 


:Double-spending - <td slayl . 


.oipal Leue Ajaill Alall Gil 


Mining — Cxill . 


a. Cdi ae Le be} il a at sl dll 
CË) Us je ellà, All (QI Léinus Ge Giaiall cDleledll Ai) du ua «lié 
seit 


Dé Àaslee QI Loggie Daslee Les lala, à, AI :Encryption - ill &is . 


AL lille QU lola) Ga (5i Sa ALU pu CVS ie y nl je Aasgie 
Où es late dll, Gal mani ASS A2, Algorithm Aus La Axll da al 
gpall liñall lait ai Al (of ss QaSalls Bo5 ès oué Alu, CI 8e 3èe Alu) Jin 

ALONT lee, (AI Bjiiall Alu li sslels 5j lil 


:Cryptographic Hash Function (CHF) — ä, ail la Alls . 


SiOutput ze QU ANS cas all Ce Cure Input ss disss asù el Ge le 
Cu Jh là 


136 


a. 
:satoshi — il .7 
.0.00000001 Jilxis CS lac (je À jo 
:Satoshi Nakamoto — ;4l 5 .8 
.CasGll Us plat Ge ras Ales des 3] cas 
:-Blockchain - [Ji ALL, .9 
Bis, Jui as ab) le Ju Ge le (a Aptill Claall last Qi (all AG (La 
ses All aan ang, DO Aile) dll culs cape cape (Gill Cililaall à 
él AS all, all gl Je «est cle (à Lil 
= 
‘Peer to Peer Network (P2P) - ail El 45.10 
AG je Qxdll lens Aie ciguls Adlai "LUI Peers A ji; 6AGuäll oïa (à 
«Xp pile Qi Aslall Gps ÂGuïll le ANT ou Spilee cililall ÀS lie GCa ci y | 
ls of çà Jiacs Cilile pots Ai os (le mipuls les US genes 6 ST ire, 
-g- 
Initial Coin Offering (ICO) - Alu 1$ÿ1 cs xll.11 
5 Gus j'âlée ei) Que Jlsdi ges Qi elle ji Gil dus Ji past Aus 
ie ja) le Jynaalls Alaal INT Gapall ei cudigdl Cupéiuall Eu ans ans 
all sf gitall plait (à ssl Ces ayll lgl 36 5 .ÂS EN Ce 8j Bapas Lit 
gs päall 3f AS jäll (3 os spa io 6 3 6ÂS jt Leanës (ll 
:Node - ic .12 
Au le Elisll, Sllaxll Agiles Agee 48h, CHUS LI AG Cle salu (is SI les 
:‘Altcoins — Lil call. 13 


Casa Ale he Le A pètill CDlaall JS (is 


137 


:-Address — ;isxil. 14 
Sie ccipal, ef Al Ga cf (Jai duu le) cul Âle Use oi 
DSrBJdB2AnWaRMgBrv5NSC6n89446DavF 1 
—s— 
:Block — ätli.15 
Clé dial JS Of All AS Lacs Jan sia5ll allall Cià ciblaxll (3e de gage 
Ji AU Consensus 21 je 
:Genesis Block - :,,,<l ÀS.16 
Da JT og 3 ati sodléli (bsilu Jé Ge leiaes #5 «CLËS hll AG le ES Ji 
-2009 Lil 
SE 
:‘Decentralisation — 43S,X1.17 
da aa, Abe Ji (je Lise Gal JDëll AA AT Of (oies Lee 433$ pe Len 3f Alu slaxil 
.Caadiuall (je sise jé Me (le pis 
—s- 
:Wallet - ils 4.18 
le Misall Ah, aug AC miléall, Ati Cexll Cuslie Bis, jles 3j mois 
Sluntl le/LGs pilée plaj : Si Cilosleall oùa Ca ASS Jruell cie ges is 
Aa lall, La all Celæall 443 Mas pall its all COelall ce Jlgds cu sEull Gustie Let Cal 
pull clslael, sis all A 
:Hot Wallet — ist. i:i4.19 
Lio il AL Lil Y) clgdlasiul, Waalo) jgu de aboli «Cnil AG laiiye his 
juil Bild Que (de Si Asqus 
:Paper Wallet —- 15,, 1534.20 
CÉaS Alu gli où J «Ulsalls vai ptüdll Gas Gis due Ge Se Lé)ji Alès dl 


Cu UV AGE (Us ol Anitill Claell (Si Ga 


138 


:Cold Storage - : il 5541.21 
All cilengll Ge li JiSf 365 dus cc) 45 2 a Li pitill CDlaxll Jéat lus 
ss Gjédll Gé A nètill Claall (pe By CilaSl CAS Aisall je Ai (AI BUENT as 
‘Private Key - ll -tidll.22 
OÙ Gps Misall (3 sçpgall A jèill Cuxll Gi) cletee Je Lol till és 
Call GE ge J385 all Mali 431 aa jé AÙ cJlsaŸT JS à bou ptiéall ln au 
— 
:Proof of Work (PoW) — deal) citäl ,Us:.23 
ile Ja je cillaall Anllees ciseall au .CHis i ui le calilaall Agilaal Aus 
Si lle Je (à 858 dilée le Jynanll e lil Aulas 
:Regulatory Sandbox - lui JL Gone 2e5.24 
ENT Jésls Glatdl De ALI, LAN CHE QA pra dual Alle Ge 5e 
iSlge De gel ln Das (sf Ole, «das al Gelée) Aftiul, él di 
48; prall All ll 5e 3) Aallall GlgVl Gi loges grpull nil Li pc 
AL nil}, sansll ill JLisl 5 dus, «(Financial Technology gi Fin Tech : 
JEUN à valall gUaill Le, Ou Alamall Aalledl Aslaes dilàs eye SU Hall JVls 
SM al as Css Ce ab D) png g pall Alslses 
sé 
‘Distributed Denial of Service Attack (DDos) - &;s4ll Aansll Qiss Âasa .25 
Jus Lao cglis né AG ge À js des (ll Loyall fie 4û aus (lun ass 
SUN, ail dl JEYI Gub ve dès «cjuÿl Au, hais cipod Lei cles 
Àc y péall CUIR ani pie Cod 
— ÿ- 
:White Paper — ; Las 4,,.26 
A s gs phdll els Gulls Jaxll AN de Just cs po pal Auiill Jill us yal Âaf s 
. Gall 


139 


140 


* 


gluautl uoSiutl 48,9 :1 28, à 


Bitcoin: A Peer-to-Peer Electronic Cash System Satoshi Nakamoto 
satoshin @gmx.com 
www.bitcoin.org 


Abstract 

A purely peer-to-peer version of electronic cash would allow online payments to be sent 
directly from one party to another without going through a financial institution. Digital 
signatures provide part of the solution, but the main benefits are lost if a trusted third 
party is still required to prevent double-spending. We propose a solution to the double- 
spending problem using a peer-to-peer network. The network timestamps transactions 
by hashing them into an ongoing chain of hash-based proof-of-work, forming a record 
that cannot be changed without re doing the proof-of-work. The longest chain not only 
serves as proof of the sequence of events witnessed, but proof that it came from the 
largest pool of CPU power. As long as a majority of CPU power is controlled by nodes 
that are not cooperating to attack the network, they'Il generate the longest chain and 
outpace attackers. The network itself requires minimal structure. Messages are 
broadcast on a best effort basis, and nodes can leave and rejoin the network at will, 
accepting the longest proof-of-work chain as proof of what happened while they were 
gone. 


1. Introduction 

Commerce on the Internet has come to rely almost exclusively on financial institutions 
serving aa trusted third parties to process electronic payments. While the system works 
well enough formost transactions, it still suffers from the inherent weaknesses of the 
trust based model.Completely non-reversible transactions are not really possible, since 
financial institutions cannot avoid mediating disputes. The cost of mediation increases 
transaction costs, limiting theminimum practical transaction size and cutting off the 
possibility for small casual transactions, and there is a broader cost in the loss of ability 
to make non-reversible payments for non-reversible services. With the possibility of 
reversal, the need for trust spreads. Merchants mustbe wary of their customers, hassling 
them for more information than they would otherwise need.A certain percentage of 
fraud is accepted as unavoidable. These costs and payment uncertainties can be avoided 
in person by using physical currency, but no mechanism exists to make payments over 
a communications channel without a trusted party. 

What is needed is an electronic payment system based on cryptographic proof instead 
of trust,allowing any two willing parties to transact directly with each other without the 
need for a trusted third party. Transactions that are computationally impractical to 
reverse would protect sellers from fraud, and routine escrow mechanisms could easily 
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be implemented to protect buyers. In this paper, we propose a solution to the double- 
spending problem using a peer-to-peer distributed timestamp server to generate 
computational proof of the chronological order of transactions. The system is secure as 
long as honest nodes collectively control more CPU power than any cooperating group 
of attacker nodes. 

2. Transactions 

We define an electronic coin as a chain of digital signatures. Each 
owner transfers the coin to the next by digitally signing a hash of the 
previous transaction and the public key of the next ownerand adding 
these to the end of the coin. A payee can verify the signatures to 
verify the chain of ownership. 


The problem of course is the payee can't verify that one of the owners 
did not double-spend the coin. A common solution is to introduce a 
trusted central authority, or muint, that checks every transaction for 
double spending. After each transaction, the coin must be returned to 
the mint to issue a new coin, and only coins issued directly from the 
mint are trusted not to be double-spent. The problem with this 
solution 1s that the fate of the entire money system 
depends on the company running the mint, With every transaction 
having to go through them, just like a bank. 

We need a way for the payee to know that the previous owners did not sign any earlier 
transactions. For our purposes, the earliest transaction is the one that counts, so we don't 
care about later attempts to double-spend. The only way to confirm the absence of a 
transaction is to be aware of all transactions. In the mint based model, the mint was 
aware of all transactions and decided which arrived first. To accomplish this without a 
trusted party, transactions must be publicly announced [1], and we need a system for 
participants to agree on a single history of the order in which they were received. The 
payee needs proof that at the time of each transaction, the majority of nodes agreed it 
was the first received. 

3. Timestamp Server 

The solution we propose begins with a timestamp server. A  timestamp 
server Works by taking a hash of a block of items to be timestamped and widely 
publishing the hash, such as in a newspaper or Usenet post [2-5]. The timestamp proves 
that the data 
must have existed at thetime, obviously, in order to get into the hash. 
Each timestamp includes the previous timestamp in ïits hash, forming a 
chain, with each additional timestamp reinforcing the ones before it. 
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4. Proof-of-Work 

To implement a distributed timestamp server on a peer-to-peer basis, we will need to 
use a proof-of-work system similar to Adam Back's Hash cash [6], rather than 
newspaper or Usenet posts. The proof-of-work involves scanning for a value that when 
hashed, such as with SHA-256, the hash begins with a number of zero bits. The average 
work required is exponential in the number of zero bits required and can be verified by 
executing a single hash. For our timestamp network, we implement the proof-of-work 
by incrementing a nonce in the block until a value is found that gives the block's hash 
the required zero bits. 

Once the CPU effort has been expended to make it satisfy the proof-of-work, the block 
cannot be changed without redoing the work. As later blocks are chained after it, the 
work to change the block would include redoing all the blocks after it. 


Block Block 
-æ Prev Hash Nonce > Prev Hash Nonce 
Tx Tx se Tx TX 


The proof-of-work also solves the problem of determining representation 
in majority decision making. If the majority were based on one-IP-address-one-vote, it 
could be subverted by anyone able to allocate many IPs. Proof-of-work is essentially 
one-CPU-one-vote. The majority decision is represented by the longest chain, which 
has the greatest proof-of-work effort investedin it. If a majority of CPU power is 
controlled by honest nodes, the honest chain will grow thefastest and outpace any 
competing chains. To modify a past block, an attacker would have toredo the proof-of- 
work of the block and all blocks after it and then catch up with and surpass the work of 
the honest nodes. We will show later that the probability of a slower attacker catching 
up diminishes exponentially as subsequent blocks are added. 

To compensate for increasing hardware speed and varying interest in running nodes 
over time,the proof-of-work difficulty is determined by a moving average targeting an 
average number of blocks per hour. If they're generated too fast, the difficulty increases. 
5. Network 

The steps to run the network are as follows: 

1) New transactions are broadcast to all nodes. 

2) Each node collects new transactions into a block. 

3) Each node works on finding a difficult proof-of-work for its block. 

4) When a node finds a proof-of-work, it broadcasts the block to all nodes. 

5) Nodes accept the block only if all transactions in it are valid and not already spent. 
6) Nodes express their acceptance of the block by working on creating the 
next block in thechain, using the hash of the accepted block as the 
previous hash. 

Nodes always consider the longest chain to be the correct one and will keep working on 
extending it. If two nodes broadcast different versions of the next block simultaneously, 
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some nodes may receive one or the other first. In that case, they work on the first one 
they 

received,but save the other branch in case it becomes longer. The tie 
Will be broken when the next proof-of-work is found and one 
branch becomes longer; the nodes that were working on 
the other branch will then switch to the longer one. 

New transaction broadcasts do not necessarily need to reach all nodes. As 
long as they reach many nodes, they will get into a block before long. 
Block broadcasts are also tolerant of dropped messages. If a node does 
not receive a block, it will request it when it receives the next block 
and realizes it missed one. 

6. Incentive 

By convention, the first transaction in a block is a special transaction that starts a new 
coin owned by the creator of the block. This adds an incentive for nodes to support the 
network, and provides a way to initially distribute coins into circulation, since there 1s 
no central authority to issue them.The steady addition of a constant of amount of new 
coins is analogous to gold miners expending resources to add gold to circulation. In our 
case, it is CPU time and electricity that is expended. 

The incentive can also be funded with transaction fees. If the output 
value of a transaction is less than its input value, the difference is a transaction fee that 
is added to the incentive value of the block containing the transaction. Once a 
predetermined number of coins have entered circulation, the incentive can transition 
entirely to transaction fees and be completely inflation free. 

The incentive may help encourage nodes to stay honest. If a greedy attacker is able to 
assemble more CPU power than all the honest nodes, he would have to choose between 
using it to defraud people by stealing back his payments, or using it to generate new 
coins. He ought to find it more profitable to play by the rules, such rules that favour him 
with more new coins than everyone else combined, than to undermine the system and 
the validity of his own wealth. 

7. Reclaiming Disk Space 

Once the latest transaction in a coin is buried under enough blocks, the spent 
transactions before it can be discarded to save disk space. To facilitate this without 
breaking the block's hash,transactions are hashed in a Merkle Tree [7][2][5], with only 
the root included in the block's hash.Old blocks can then be compacted by stubbing off 
branches of the tree. The interior hashes do not need to be stored. 
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Block 
Block Header (Block Hash) 


Prev Hash Nonce 


Root Hash 
« v 


Hash01 Hash23 
4 4 


Hash0 Hash1 Hash2 Hash3 
À 


Tx0 Tx1 Tx2 Tx3 


Transactions Hashed in a Merkle Tree 


Block 
Block Header (Block Hash) 


Prev Hash Nonce 


Root Hash 
« v 


Hash01 Hash23 
4 


Hash2_ Hash3 


Tx3 


After Pruning Tx0-2 from the Block 


A block header with no transactions would be about 80 bytes. If we suppose blocks a 
regenerated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year. With computer 
systems typically selling with 2GB of RAM as of 2008, and Moore's Law predicting 
current growth of 1.2GB per year, storage should not be a problem even if the block 
headers must be kept in memory. 

8. Simplified Payment Verification 

Itis possible to verify payments without running a full network node. A user only needs 
to keep a copy of the block headers of the longest proof-of-work chain, which he can 
get by querying network nodes until he's convinced he has the longest chain, and obtain 
the Merkle branch linking the transaction to the block it's timestamped in. He can't check 
the transaction for himself, but by linking it to a place in the chain, he can see that a 
network node has accepted it,and blocks added after it further confirm the network has 
accepted it. 


Longest Proof-of-Work Chain 


Block Header Block Header Block Header 


> Prev Hash Nonce > Prev Hash Nonce > Prev Hash Nonce > 
Merkle Root Merkle Root Merkle Root 
« v 
Hash01 Hash23 
4 » 


Merkle Branch for Tx3 


Hash2 Hash3 
À 
Tx3 


As such, the verification is reliable as long as honest nodes control the network, but is 
more vulnerable if the network is overpowered by an attacker. While network nodes 
can verify transactions for themselves, the simplified method can be fooled by an 
attacker's fabricated transactions for as long as the attacker can continue to overpower 
the network. One strategy to protect against this would be to accept alerts from network 
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nodes when they detect an invalid block, prompting the user's software to download the 
full block and alerted transactions to confirm the inconsistency. Businesses that receive 
frequent payments will probably still want to run their own nodes for more independent 
security and quicker verification. 

9. Combining and Splitting Value 

Although it would be possible to handle coins individually, it would be unwieldy to 
make a separate transaction for every cent in transfer. To allow value to be split and 
combined, transactions contain multiple 
inputs and outputs. Normally there will be either a single input from a larger previous 
transaction or multiple inputs combining smaller amounts, and at most two outputs: one 
for the payment, and one returning the change, if any, back to the sender. 


Transaction 
> In Out > 
> In 


D … 


It should be noted that fan-out, where a transaction depends on several 
transactions, and those transactions depend on many more, is not a 
problem here. There is never the need to extract a complete standalone 
copy of a transaction's history. 

10. Privacy 

The traditional banking model achieves a level of privacy by limiting access to 
information to the parties involved and the trusted third party. The necessity to 
announce all transactions publiclyprecludes this method, but privacy can still be 
maintained by breaking the flow of information in another place: by keeping public 
keys anonymous. The public can see that someone is sendingan amount to someone 
else, but without information linking the transaction to anyone. This is similar to the 
level of information released by stock exchanges, where the time and size of individual 
trades, the "tape", is made public, but without telling who the parties were. 


Traditional Privacy Model 


se ï Trusted j 
Identities Transactions »- Third Party »- Counterparty Public 
New Privacy Model 
Identities Transactions »- Public 


As an additional firewall, a new key pair should be used for each transaction to keep 
them from being linked to a common owner. Some linking is still unavoidable with 
multi-input transactions, which necessarily reveal that their inputs were owned by the 
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same owner. The riskis that if the owner of a key is revealed, linking could reveal other 
transactions that belonged to the same owner. 

11. Calculations 

We consider the scenario of an attacker trying to generate an alternate chain faster than 
the honest chain. Even if this is accomplished, it does not throw the system open to 
arbitrary changes, such as creating value out of thin air or taking money that never 
belonged to the attacker. Nodes are not going to accept an invalid transaction as 
payment, and honest nodes will never accept a block containing them. An attacker can 
only try to change one of his own transactions to take back money he recently spent. 
The race between the honest chain and an attacker chain can be characterized as a 
Binomial Random Walk. The success event 1S the 
honest chain being extended by one block, increasing itslead by +1, and 
the failure event is the attacker's chain being extended by one block, 
reducing the gap by -1.The probability of an attacker catching up from a given deficit 
is analogous to a Gambler's Ruin problem. Suppose a gambler with unlimited credit 
starts at a deficit and plays potentially aninfinite number of trials to try to reach 
breakeven. We can calculate the probability he ever reaches breakeven, or that an 
attacker ever catches up with the honest chain, as follows [8]: 


p = probability an honest node finds the next block 
g = probability the attacker finds the next block 
g- = probability the attacker will ever catch up from z blocks behind 


_| 1  ÿfp<q 

qg:— mr à 
(g/p) fp>q 

Given our assumption that p > q, the probability drops exponentially as the number of 
blocks the attacker has to catch up with increases. With the odds against him, if he 
doesn't make a lucky lunge forward early on, his chances become vanishingly small as 
he falls further behind. 
We now consider how long the recipient of a new transaction 
needs to wait before being sufficiently certain the sender can't change the transaction. 
We assume the sender is an attacker who wants to make the recipient believe he paid 
him for a while, then switch it to pay back to himself after some time has passed. The 
receiver Will be alerted when that happens, but the sender hopes it will be too late. The 
receiver generates a new key pair and gives the public key to the sender shortly before 
signing. This prevents the sender from preparing a chain of blocks ahead of time by 
working on it continuously until he is lucky enough to get far enough ahead, then 
executing the transaction at that moment. Once the transaction is sent, the dishonest 
sender starts working in secret on a parallel chain containing an alternate version of his 
transaction. 
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The recipient waits until the transaction has been added to a block and z 
blocks have been linked after it. He doesn't know the exact amount of progress the 
attacker has made, but assuming the honest blocks took the average expected time per 
block, the attacker's potential progress will be a Poisson distribution with expected 
value: 


1 © 
P 


To get the probability the attacker could still catch up now, we multiply the Poisson 
density for each amount of progress he could have made by the probability he could 
catch up from that point: 


Ÿ A'e . (gl p)=* fk<z 
0 À! Il fk>z 


Rearranging to avoid summing the infinite tail of the distribution. 


Converting to C code... 
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#include <math.h> 
double AttackerSuccessProbability(double q, int z) 


{ 


double p = 1.0 - q; 
double lambda = z * (q / p): 
double sum = 1.0; 
Int JL, ke 
for (k = 0; k <= z; k++) 
{ 
double poisson = exp(-lambda); 
for (i = 1; i <= k; i++) 
poisson *= lambda / i; 
sum -= poisson * (1 - pow(q / p, z - k)); 
} 


return sum; 


Running some results, we can see the probability drop off exponentially with z. 
q=0.1z=0 
P=1.0000000z=1 
P=0.2045873z=2 
P=0.05097797=3 
P=0.0131722z=4 
P=0.0034552z=5 
P=0.0009137z=6 
P=0.00024287=7 
P=0.00006477=8 
P=0.0000173z=9 
P=0.00000467=10 
P=0.0000012q=0.3z=0 
P=1.00000007=5 
P=0.1773523z=10 
P=0.0416605z=15 
P=0.01010087=20 
P=0.00248047=25 
P=0.0006132z=30 
P=0.0001522z=35 
P=0.00003797=40 
P=0.00000957=45 
P=0.00000247=50 
P=0.0000006 

Solving for P less than 0.1%... 
P < 0.001q=0.10 
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z=5q=0.15 

z=8q=0.20 

z=11q=0.25 

z=15q=0.30 

z=24q=0.35 

z=41q=0.40 

z=89q=0.45 

z=340 

12. Conclusion 

We have proposed a system for electronic transactions without relying on trust. We 
started with the usual framework of coins made from digital signatures, which provides 
strong control ofownership, but is incomplete without a way to prevent double- 
spending. To solve this, we proposed a peer-to-peer network using proof-of-work to 
record a public history of transactions that quickly becomes computationally 
impractical for an attacker to change if honest nodescontrol a majority of CPU power. 
The network is robust in its unstructured simplicity. Nodes work all at once with little 
coordination. They do not need to be identified, since messages arenot routed to any 
particular place and only need to be delivered on a best effort basis. Nodes canleave and 
rejoin the network at will, accepting the proof-of-work chain as proof of what happened 
while they were gone. They vote with their CPU power, expressing their acceptance 
ofvalid blocks by working on extending them and rejecting invalid blocks by refusing 
to work onthem. Any needed rules and incentives can be enforced with this consensus 
mechanism. 
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Market Price 


The average USD market price across major bitcoin exchanges. 
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Silk Road messages 1 orders 0 | account 80.00 the Dread Pirate Roberts # 


anonymous market Search cu Hi, SE V 
logout 
Shop by Category 


Drugs 4,093 
Cannabis 999 
Dissociatives 78 
Ecstasy 314 
Opioids 354 
Other 153 
Precursors 18 
Prescription 903 5G Cocaine Pure Cistal alprazolam [Xanax] 100 x 
Psychedelics 596 Flakes Meth BRAND SUBOXONE 


1mg 
Stimulants 390 841.94 8188.72 80.91 811.31 


Apparel 82 
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Books 768 
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Computer equipment 42 
Custom Orders 27 
Digital goods 369 
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Al Sadaqah 


An idependant organisation that is 
benifiting and providing the Islamic rebels 
in Syria with fininacal aid. Donate 
anonymously with Bitcoin and Monero 


1 Joined December 2017 
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Eastern European Dark Web 


Dark Web Currency 
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Bitcoin Cash 
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Litecoin 
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Ooops, your files have been encrypted! Enaish 


What Happened to My Computer? 

Your important files are encrypted. 

Many of your documents, photos, videos, databases and other files are no longer 
accessible because they have been encrypted. Maybe you are busy looking for a way to 
recover your files, but do not waste your time. Nobody can recover your files without 
our decryption service. 


Can I Recover My Files? 

5/15/2017 23:37:34 Sure. We guarantee that you can recover all your files safely and easily. But you have 
not so enough time. 

ime Left You can decrypt some of your files for free. Try now by clicking <Decrypt>. 

But if you want to decrypt all your files, you need to pay. 
You only have 3 days to submit the payment. After that the price will be doubled. 
Also, if you don't pay in 7 days, you won't be able to recover your files forever. 
We will have free events for users who are so poor that they couldn't pay in 6 months. 


How Do I Pay? 


Payment is accepted in Bitcoin only. For more information, click <About bitcoin>. 
Please check the current price of Bitcoin and buy some bitcoins. For more information, 
click <How to buy bitcoins>. 

And send the correct amount to the address specified in this window. 

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am 
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